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Elasticito’s Managed 
Cyber Awareness and 
Training Service

Don’t Set Yourself Up for Failure
Elasticito Managed Cyber Awareness and Training Service removes the 
risk and will assist YOUR company to excel in this area!

It is possible to achieve a 90% 
reduction in successful external 
phishing attacks and malware 
infections using Wombat’s 
Continuous Training 
Methodology which is based on 
a four-step cyclical approach of 
assess, educate, reinforce, and 
measure which maximizes 
learning and lengthens retention.

This document outlines Elasticito’s 
Managed Cyber Awareness and 
Training Services based on the 
above methodology. 

We hope you’ll forgive us for being 
pernickety, but we tend to favour 
“security awareness and training” 
over “security awareness 
training.” That preference is based 
on a simple reason: awareness 
and training are two separate 
things.
 
Making your end users aware that 
a threat exists is not the same as 
teaching them how to recognize 
and react to that threat if they 
encounter it during their day-to-
day business activities. Sure, it’s 
great to win the battle of getting 
your employees to know that 
phishing attacks are happening 
within your organization — but 
to win the war, you need to use 
anti-phishing training tools to 
educate your employees about the 
different types of social 
engineering tactics attackers 
will use to try to trick them into 
clicking…and downloading…and 
submitting sensitive data.

Now consider the industry 
research that has shown that 
once-a-year classroom and video 
training is not effective in the battle 
against cyber-attacks. Put these 
above elements together, and you’ll 
start to get a sense of why engaging 
experts to manage a Cyber 
Awareness and Training programme 
has its benefits.

Key Components for 
Successful Programs

As part of developing and honing 
our suggested approach to ongoing 
security awareness training, we
have identified the following key 
components of effective programs:

• An introduction of the purpose of   
  cybersecurity education prior to the 
  beginning of an in-depth program. 
  It is critical that end users 
  understand what is happening and,   
  more importantly, why it’s 
  happening and how they fit in as 
  part of the “fix.”
• Baseline vulnerability 
  measurements, which marks a 
  starting point to measure against 
  later.
• Ongoing assessments, which 
  allow you to gauge progress over 
  time.
• Creating a link and small window 
  of time between assessments and 
  training, in that follow-up training  
  closely follows an assessment that 
  reveals the need for additional 
  education. (There is little to no 
  continuity when you assess during 
  month one and deliver related 
  training six months later.)

At-a-glance

Elasticito is a new breed of Enterprise
Cyber Security solution provider,  
specialising in offering innovative 
and ground-breaking solutions and 
advisory services to mid-market and 
large enterprise customers.

Key Business Benefits

• Increasing impact of employee 
  behaviour on enterprise security and 
  risk management efficacy.
• Complying with regulations, 
  procedures and policies
• Increasing employees’ knowledge 
  and competency concerning threats, 
  risks and security options
• Changing and maintaining 
  employees’ security behaviour 
  and building a more security-aware 
  culture
• Alignment with enterprise security 
  performance objectives and 
  expectations

Key Features

• Segment your employee groups   
  before setting assignments and 
  scheduling campaigns.
• Creating an action plan based on 
  the components you will be 
  implementing 
• Performing baseline assessments;
• Determining a schedule for ongoing 
  assessments (see above two-year 
  awareness and training schedule);
• Identifying your training topics and 
  cadence;
• Choosing your reinforcement tools; 
  and
• Identifying the metrics, you wish 
  to capture and determining ongoing 
measurement cycles.
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• Regular, organization-wide education (meaning that no groups or individuals are excluded).
• Reinforcement of key messages and ongoing awareness activities.
• Consistent tracking and reporting, with stakeholders regularly updated on progress.
• Clear communications and status updates, which are often overlooked (to the detriment of the program). Stakeholders 
  and employees should know how things are going.
• Organization-wide participation — not just on the education side, as we’ve already mentioned, but across the board, 
  with senior managers and executives serving as cybersecurity advocates.
• A motivational component that drives engagement and participation. We recommend incorporating gamification 
  techniques because it can elevate the effectiveness of your program. The business intelligence features, including the 
  Training Leader board report, allow you to track successes at the individual and department levels, which helps you to 
  more easily apply gamification to your programme.

FIND OUT MORE
For further information or to request a quotation please make contact with Elasticito’s team of Sales Executive who will 

tailor a service to suit your individual requirements:


